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Executive Summary

This document is written for senior business
executives and technology executives who
have already conducted or are considering the
deployment and management of enterprise
mobility solutions for mission-critical components
of their business operations. The purpose of
this paper is to highlight the challenges
associated with developing, deploying and
managing an enterprise mobility solution.

It discusses the benefits of the Mobility
Services Platform, a powerful integrated mobility
management solution from Symbol Technologies,
The Enterprise Mobility Company™.

Mobility management systems enable
operations and IT groups to reduce the
complexity and total cost of ownership of
deploying mobility solutions by advancing
from complex and difficult-to-manage
installations to high performing, reliable and
scalable solutions that are easy to develop,
deploy and manage. Key benefits include
rapid development, accelerated deployment,
end-to-end wireless network and mobile
device visibility, expedited problem resolution
and system reliability, availability and
scalability (RAS). Enterprise-class mobility
management systems are powerful, integrated
tools that enable rapid scaling and total control
and visibility of enterprise mobility deployments.

Introduction

To win in today’s competitive business environment,
companies must find new ways to innovate, optimize
business processes, shorten cycle times and
empower employees to better serve customers. To
achieve these benefits, chief information officers
(CIOs) are increasingly putting mobile technologies
into the hands of front-line operations, customer
service and distribution center/logistics personnel.
This enables greater customer satisfaction and
enhanced product selection while maximizing
supply chain efficiencies and accuracy—ultimately
increasing operating margins.

The promise of mobility is immense. However,
realizing its full potential can introduce some
significant IT challenges. Today’s typical mobility
solutions are single purpose in nature and reside
on mobile devices that are connected to
corporate back-end systems via ad-hoc systems.
Management of these deployments is usually an
afterthought. The result is a static, complex and
non-scalable mobility infrastructure that is unable
to expand in an efficient way to meet growing
business needs. The net effect is increased
deployment and support costs; brittle,
underperforming systems; and dramatically
increased organizational risk.

Fortunately, technologies are rapidly being
brought to market to address these challenges.
The main elements of scalable and cost-effective
enterprise mobility solutions are now available
with the advent of standardized pervasive
application architectures (.NET and J2EE),
advanced mobile computing devices designed
upon robust operating systems (Pocket PC,

Palm 0S® and Linux) and standardized wireless
LAN infrastructure (IEEE® 802.11a/b/g).



An important advancement is the introduction

of centralized mobility management solutions
that significantly reduce the risk and complexity
associated with mobile deployments. These
systems provide the basis for rapid development,
deployment, management, support and control
of mobile devices and infrastructure in a focused,
secure manner. At the same time, mobility
management enables operations and IT groups
to contain support costs and maintain complete,
real-time visibility into the health and performance
of the enterprise mobility systems.

Challenges

A standard enterprise mobility deployment may
include several thousand mobile devices, wireless
switches and access points. Large-scale deployments,
common in retail, transportation and logistics and
manufacturing industries, can be dramatically larger.
The complexity of these environments makes routine
tasks such as device and network component roll-outs,
updates and maintenance and support/problem
resolution unduly difficult. Without a centralized
mobility management solution, these routine tasks
become a barrier to growth and leave the promise
of mobility unrealized.

While management of wired networks and
computing devices is a mature, standardized
industry, it’s challenging to extend these management
tools into the world of wireless networks and
mobile computing devices. Existing network
management tools are unable to deal with roaming
devices, intermittent network connectivity or wireless
security. Similarly, existing software distribution
tools were not designed to deal with multi-user
mobile devices, offline and online device usage
and push-versus-pull distribution models.

Key mobility challenges for the enterprise
include:

Cumbersome Manual Processes for Device
Rollouts—Newly purchased devices or systems
that are returned from the service center must
go through a staging process before they are

functional. This process is either outsourced or
executed internally, but it’s an additional cost and
further delays deployment. The ability to rapidly
provision and configure mobile devices and
wireless networks is of paramount importance.

Mixed Applications Deployed—Ensuring
uniformity of software versions on mobile
devices across hundreds or thousands of
locations is a monumental task. The wrong
version of an application on a mobile unit
prevents certain business functions from being
performed or creates inaccurate results. Version
control of business applications, operating
systems and firmware is necessary.

Continuous Manual Updating of Applications and
Networks—With new applications, device refreshes,
security and network settings constantly being
pushed to devices and networks, operations and
IT teams often must work overtime to update
mobile devices and wireless infrastructure
across hundreds of locations just to remain
current and consistent. Enterprise-class mobility
management solutions provide centralized, remote
configuration and provisioning capabilities to
alleviate this manual IT dependency.

Problems are Hard to Isolate and Resolve—
Fault isolation is complicated and hard to
resolve. Common device problem reports,
such as “‘slow response time” could, in fact,
be the result of many different conditions—
an access point (AP) that is overloaded, bad
radio frequency (RF) coverage or memory
leakage on the device. Rapid fault isolation
capabilities are required.

Increase in Support Calls—Hands-on technical
staff required to support large-scale enterprise
deployments is expensive, both in the number
of and the cost per technician. The ability to
support remote diagnostics and remote problem
resolution is critical to reduce these expenses.

Reactive Monitoring—Lack of integrated
management tools puts enterprises in a reactive
mode rather than proactive when it comes to
responding to problems encountered with the
wireless infrastructure or mobile devices.
Problem response includes dispatching a
specialist to the site, which is an expensive
proposition. A proactive monitoring solution is
needed so potential problems with the wireless
network or the devices are caught and
addressed before an event occurs.

Managing Batch or Intermittent Connectivity—

A mobile device inherently has limited processing
power, battery life and memory. This makes
collecting performance data difficult. Intermittent
connectivity and bandwidth limitations
compound this problem. An optimal mobility
management solution operates with batch and
intermittent connectivity and with configurable
bandwidth usage.

Ensuring Security End-to-End—Wireless
solutions are inherently less secure than
wired solutions. As a result, security risks are
compounded when mobile solutions are scaled
across the enterprise. An optimal mobility
management solution provides secure
transmission of data, detection of rogue
networked devices and remote authentication
and lock-down, among other important
security functions.

Application Development Issues—To-date, mobile
application developers have relied on custom
coding and point solutions to create one-off
mobile applications relying mostly on older
technologies (such as DOS, Telnet, Batch) and
integrated with a single back-end system
(mainframe, database, etc.). This point-to-point
approach is now proving too hard to change and
adapt with the advent of multi-application
deployments, a proliferation of mobile devices,
and multiple back-end systems to integrate with.



Introducing Symbol Mobility
Services Platform

The Mobility Services Platform from Symbol is

an extensible service-oriented mobile computing
foundation that enables Symbol’s customers

and partners to advance from complex and
difficult-to-manage installations to high performing,
reliable and scalable solutions that are easy to
develop, deploy and manage. MSP delivers

rapid development, accelerated deployment,
end-to-end visibility, expedited problem resolution
and system reliability, availability and scalability
(RAS). Symbol devices and wireless networks
are enhanced and provide monitoring information
in addition to executing administrative tasks
initiated by MSP users.

Key benefits of MSP include:

Rapid Development—MSP enables application
developers to develop new and extend existing
back-end applications to a large variety of mobile
computing devices with faster time to market
and 50% less cost than custom coding and
point solutions.

Accelerated Deployment—MSP enables
rapid deployment of mobile devices, wireless
networks and mobile applications. Features
include out-of-the-box provisioning and
configuration of mobile devices plus remote
provisioning and configuration of groups of
access points and wireless switches.

End-to-End Visibility into Health and Performance—
MSP ensures that your enterprise mobility
deployment is always available and stays within
preset performance baseline levels. MSP
enables full visibility into your deployment while
providing pro-active mobile device and network
monitoring, comprehensive alerting and integration
to enterprise management systems.

Expedited Problem Resolution—MSP
dramatically reduces help desk costs by enabling
your staff to rapidly diagnose and solve a full
range of network, device and infrastructure
problems. Features include integrated device
and network fault isolation, remote diagnostics,
remote device control, remote configuration and
patch management.

Extensible Platform Architecture—MSP offers
interoperable software components to develop
and deploy additional mobility management
applications and adds support for new mobile
devices and wireless infrastructure. Features
include a customizable portal framework,
standards-based architecture, centralized
event repository, value-added mobility
management application programming
interfaces (APIs) and plug-in-based device
agent architecture.

A Look Inside the Mobility
Services Platform

The Mobility Services Platform from Symbol
consists of three components: MSP Server,

MSP Agents and MSP Studio. Comprehensive
wireless network management capabilities are

seamlessly integrated with advanced device
provisioning, monitoring and security functionalities.
For example, device provisioning is policy-based so
that a mobile device is provisioned based on its
type, user, location or any other attribute. In addition,
advanced device monitoring capabilities provide
visibility into key device metrics such as bandwidth
consumption, battery status, RF status and
scanner status. A secure, role-based console
provides customizable views that are appropriate
to different functional areas.

MSP Server—This provides server-side control of
the enterprise mobility deployment. MSP server
features several enhanced management services
for mobile device and wireless LAN management
and monitoring, including discovery, monitoring,
remote control, configuration, provisioning and
trouble-shooting.

Through a Web-based console, MSP server
provides network and mobile unit administrators
and support personnel with a central mission

MSP Enterprise Mobility Deployment (Figure 1)

MSP
Management
Console

2

MSP
Management
Console

EMS/NMS
Integration

|
|
\‘\‘
Mobility Services
Platform- Lite

Mobility Services
Platform-Enterprise

&

MSP Agents on
Mobile Devices

SNMP Agents
on Wireless Switches
and Access Points







<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


